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A Allow remote server management through WinRM

Ei Allow remote server management through WinRM

Mext Setting

(O Not Configured Comment:

(®) Enabled

() Disabled

Supported on: [ At |east Windows Vista

Opticns: Help:

IPvd filter |* | # | | This policy 5ettins allowsyquto manag.ewheilzhertheWindows Remote
Management (WinRM) service automatically listens on the network for requests

IPVE filter: |~| | on the HTTP transport over the default HTTP port.

Syntax: If you enable this policy setting, the WinRM service automatically listens on the
network for requests on the HTTP transport over the default HTTP port.

Type "™ to allow messages from any IP address, or leave the

field empty to listen on no IP address, You can specify one

or more ranges of IP addresses,

Example [Pv4 filters:

2.0,0.1-2.0,0.20, 24.0.0,1-2400.22

*

Example [PvE filters:

To allow WinRM service to receive requests over the network, configure the
Windows Firewall policy setting with exceptions for Port 5985 (default port for
HTTR).

If you disable or do not configure this policy setting, the WinRM service will not
respond to requests from a remote computer, regardless of whether or not any
WinRM listeners are configured.

The service listens on the addresses specified by the IPv4 and IPvE filters. The
IPv4 filter specifies one or more ranges of IPvd addresses, and the IPvE filter
specifies one or more ranges of IPvBaddresses. If specified, the service
enumerates the available IP addresses on the computer and uses only addresses
that fall within one of the filter ranges.
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5. HRZLDBRAIZEERL. [RA] ZRBRLFET

6. Y—I YLD [TRTOTATSL] 28HAL, [kRA] 29V v LET,



7. IRTOTAFINER—FEHFAL, [R~N] 29 U9ILFET,

ﬂ‘ Mew Inbound Rule Wizard

Protocol and Ports

Steps:

Rule Type
Program

Protocol and Ports
Scope

Action

Prafile

€« & & & & & &

Mame

Specify the protocols and ports to which this rule applies.

To which ports and protocols does this rule apply?

Protocol type: Any v

Protocol number:

ar

Local port: Al Ports
Example: 80, 443, 5000-5010
Bemote port: Al Ports

BExample: 80. 443, 5000-5010

Intemet Control Message Protocol Customize
{ICMP) settings:

< Back Mead = Cancel
8. Y—I XD IP FRLRAZEHEEL. [RAN] 20U v I LFET,
ﬂ Mew Inbound Rule Wizard =
Scope
Specify the local and remote |P addresses to which this rule applies.
Steps:
& FRule Type
@ Program Which local IP addresses does this rule apply to?
@ Protocol and Ports (@) Any IP address
& Scope () These IP addresses:
@ Action ndd
& Profile —
@ Name -
Customize the interface types to which this rule applies: Customize. ..
Which remote IP addresses does this rule apply to?
() Any IP address
(®) These IP addresses:
152.168.1.100 Add..
= Back MNexd > Cancel
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3. EventLogCol lector
A=y kb IVUNLDARY s ATERELET, 2 NHE. BE 7 BEIOERGZBZARNU F OFNREShFET,

4. Windows PowerShel |
ROESGIETELRBERINESAET:
e BD R+7 J—hrERT—4
o JEiLL—F

5. FileDataCol lector
JE—F IPUTIANT—HOIT7ANLEFNEL, BEICHELTENLD I 7AILEREBLET,

6. Windows Management Instrumentation WMI) aL 4 %2 —
WML [E. ROKSHSEIEHBEREZNETH-OICERINET:

e WIN32_Volume
HWEADIT—IVRT—2a3 0 TLIZRY 2a—LERFEICHATIRBRERELET. HlIZAE. ZOBREISATL RYa—LEFS
147 LA—#WHETHEHIERSh, Fhi2kY., ZOFHMETIEORTLA FSATIZHEIT7MILDERERETESD LS
1Y ET,

e Win32_Process
TALRAFADE D6 TETSIATWSTOERICETIEREZWNELET., TOFEWICKY. KEDALY FPOAEY &FEA
TEH5TO0VR, FLEXRELGER=D TJ7MIWVERELLAS TOERICEATI20MERNIRBREIAFET,

o Win32_LogicalDisk
MIBT 4 RVICHETIEREWNETS=DICERAINET, T—E2R—RFLEAT I7MIUBHIGFRDOT « X9 DEE=5EHE
NDEFERITHE=HIZ, COFHMNERSIIET,


http://msdn.microsoft.com/en-us/library/hh162920.aspx
http://msdn.microsoft.com/en-us/library/hh162945.aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa384642(v%3Dvs.85).aspx

